NextGen Redesign 2019

Unified Security Metrics needed a facelift. Below are the overview page, and FAQ before and after. INTERNAL to Cisco)

OVERVIEW BEFORE

whielie

C5¢0 Frployes Comenunitias Hure Conmuntcy Prupie Altestees

G Unitlod Security Motrics NG e

Oueinew  MRCemUBIMES SO UDIERE  WeEDers  es U Aremeng A - FIrews Wi e e L T

Urified Sscurity Netrics NG

T T ey Mo s W v v W, el Ml B O s, Gty Bl (R Farm s wrh U 30 e b e o o w e s o . B sadk e

anrey

ASK US Anyhing |QxA) Hieh Contenmt Merrners

e e T ]

R L S v .
t - 4s Vamt v vt b coh Naan ey p
-, b 4 e -

. ~oded

AT X0, poovobor dod « wemne. SLAx iae B w0 prscwm on e 34

® . y st oF e rikid wekiemb ¥ch ‘ a .

(R gened o 3 v | &gt Bed nd O

B LR A N Bk LA T e

o e . : ' > . & alile etnd g ol yoo 1o =i pabbe a ' .
s A - "




OVERVIEW AFTER:
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Unified Secunty Metrics NG

USM NG OVERVIEW

Overview v

Subcommunities v

OVERVIEW

l CURRENT UPDATES AND KNOWN ISSUES

[ISSUE ” STAUS
Closed CASPR issues are showing as closed in USM NG. Current CASPR Worki ih rogress to idantify. the ruct caise ard resolve the weve.
query is returning duplicate items for the same issue.
[Tabieau -- multiple login issue still unresolved ”wcr‘xmg with Tier 2 support, multiple login issue still unresolved.
Working with AVID teams respectively to use app sys_id in JIRA issues
AVID vulnerabilities showing old application name after the app_name is 2l P Y PP SYS.
instead of application name. TIP will then match on app sys_id instead of
updated in ESP.
app name.
Members .
[ resoLven issues
[15sue |[ smarus || resoLve oare
Approved Exceptions via STO exception Tracker |
Resolved 4/11/19
not reflected in USM NG reports
G DAVA vulnerabilities showing old application Resolved. We are now matching on sys_id and $/2/19
name after the app_name is updated in ESP, application name., ™
Hessel Heere Default impact values for 3 ulns are set to
vuins t
" PRVIS Resolved 3/26/19
ci/Py/
> Open Date and SLA end date for BAVA Certs .
g 4 Resolved. The fix has been deployed and the
_ are being re-set every day making it a rolling 5 Shen




FAQ BEFORE:

The ‘before’ was just a word document attached to the community platform that had to be checked in and checked out. Icreated a page in the community
and created jump links for ease of use and editing.

About Unified Security Metrics Neat Geaeration FAQ

What is Unified Security Metrics Next Generation?
A Uninied Serurity Metnies Next Generaton 13 115K based repormmg weol, fully dgmaed,

USM NG provides dulv zeparts, SLA that help W pricntize Gx rezeduation of (e 11zkaest
vulnerabilities.

USM NG is mow ooanposed of 2 seores (Application ik and On Tune Clesure Socee) m addaaon (o
Rizk Acceptance view 10 represent the sacurity posture of vour zervize portfalio.

What is USM Next Geaeration URL?

A: hetps:fusm. cisco.com wsm/
How do I know if USM applies, or will apply. to my service?

AL USM applies to any sexvice that is listed withan the IT Service Poetfclo.

Ome of my applications is mapped (o the wrong service — what should Ido?

A Mis-mappings are not uncommoe. Be sure vou check and validats that your spplicatices ars
mappad 1o the corredt seonee = e Applxaticn Portfoiso defore USM pulls the daea at the eod of 2
given guater.

A There are S areas that USM cumrently myeasures with respect to [ setunmy metrics, nhach are
briefly descased below.

+ Stack Compliance. Mezzzes TCPIP stack vuerabilities with sevenity levels of 3, 4, and =,
of low, medmm 34 huph, respectivedy, nhiach are idantifisd via Qualys seans

s Anti-Virus Compliamce. Measures if ants-vizus softwae is imstalled and i definttion Gles
are cueTent




FAQ AFTER:
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Unified Security Metrics NG » Unified Security Metrics NG FAQ

Unified Security Metrics NG FAQ

What is Unified Security Metrics Next Generation?

What is USM Next Generation URL?

w do | know if USM applies, or will apply, to my service?
What gets measured in Unified Securtty Metrics?

Overview v Scoring FAQs
This section provides basic information on questions relating to USM scoring.
What are the scoring definitions for services under USM?

FAQ o VWhat do the percentages mean for OTC for identified vulnerabilties?

USM NG OTC scores and Risk Score impact?

How do | find out what the SLA time frame IS to remediate and ciose a reported vuinerabllity?

Qualys / Stack Compliance

Vulnerabilties were identified through a Qualys scan. How do | remediate these vulnerabilties?

Anti-Virus Compliance

Infosec Policy Enforcement

V¥hat is the scope for Policy Enforcement?

What if my application is not applicable for BAVA? Will SCAVA be used for enforcement?
VWhat is the trigger for running a BAVA Scan?

How can | enable BAVA for my application?

How often do | run BAVA scan?

Do | need a new scan for every release, if | have a ciean old scan, will that work?

What vulnerabities are in scope for gating?

Can i deploy if | have an overdue vulnerabdity?

Can | request an exception?

BAVA (Baseline Application Vul bility A t)

How do | begin the process for a required BAVA or DAVA scan?

| have an appiication in the app portfolio that will be EOL'd in the next quarter. Do | still need to have BAVA and/or DAVA scans performed?
| need to update the BAVA fieids in the Application Portfolio- How can | do this?

If BAVA is certified but still showng up on my report as open-late or open-on time?

f've certified my BAVA/DAVA but | am still seeing open issues...why?




